CS 70 Discrete Mathematics for CS
Fall 2006 Papaclimitriou & Vazirani Lecture 22

[ntroduction to Discrete Pro]oa]oility

Probability theory has its origins in gambling — analyziregdgames, dice, roulette wheels. Today it is an
essential tool in engineering and the sciences. No less sanputer science, where its use is widespread
in algorithms, systems, learning theory and artificial lligence.

Here are some typical statements that you might see congepnbbability:

» The chance of getting a flush in a 5-card poker hand is abaui200.

» The chance that a particular implementation of the pritpédisting algorithm outputs prime when the
input is composite is at most one in a trillion.

» The average time between system failures is about 3 days.

« In this load-balancing scheme, the probability that argcpssor has to deal with more than 12 re-
quests is negligible.

» There is a 30% chance of a magnitude 8.0 earthquake in Nor@edifornia before 2030.

Implicit in all such statements is the notion of an undedyprobability spaceThis may be the result of a
random experiment that we have ourselves constructed @@<iand 3 above), or some model we build of
the real world (as in 4 and 5 above). None of these statemeaaksesisense unless we specify the probability
space we are talking about: for this reason, statements ljiénich are typically made without this context)
are almost content-free.

Let us try to understand all this more clearly. The first imigot notion here is one of a random experiment.
An example of such an experiment is tossing a coin 4 timesealirty a poker hand. In the first case an

outcome of the experiment might BETHT or it might beHHHT. The question we are interested in might

be “what is the chance that there are 2 H's.” Well, there avers¢ outcomes that would meet that condition:

HHTTHTHTHTTH, THHT, THTH,TTHH. The total number of distinct outcomes to this experiment
is 2* = 16. If the coin is fair then all these 16 outcomes are equidihy, so the chance that there are exactly
2 H'sis 3/8.

As we saw with counting, there is a common framework in whiehoan view random experiments about
flipping coins, dealing cards, rolling dice, etc. A finite pess is the following:

We are given a finite populatiod, of cardinalityn. In the case of coin tossing} = {H, T}, and in card
dealing,U is the set of 52 cards.

An experiment consists of drawing a samplekaflements fronU. As before we will consider two cases:
sampling with replacement and sampling without replacém@&hus in our coin flipping exampley = 2
and the sample size Is= 4. The outcome of the experiment is calledample point ThusHTHT is an
example of a sample point. Tlsample spaceoften denoted by, is the set of all possible outcomes. In
our example the sample space has 16 elements.
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A probability spacds a sample spac@, together with a probabilityr[w] for each sample poir, such
that

* O<Priw|<1foralweQ.

. Z Prlw] =1, i.e., the sum of the probabilities of all outcomes is 1.
WED

The easiest way to assign probabilities to sample pointaifenly (as we saw earlier in the coin tossing
example): if|Q| = N, thenP[x] = % vx € Q. We will see examples of non-uniform probability distrilouts
soon.

Here’s another example: dealing a poker hand. In this casesample spac® = {all possible poker

handg. Thus,|Q| = (3) = 5251x50x49:48 _ 5 598 960. Since the probability of each outcome is equally

like, this implies that the probability of any particularrfth such asP[{5h, 3c, 7s,8c,Kh}| = Welz%o-

As we saw in the coin tossing example above, what we are aftereisted in knowing after performing an
experiment is whether a certain event occurred. Thus weidenesl the event that there were exactly two
H'’s in the four tosses of the coin. Here are some more exanoplegents we might be interested in:

e Sum of the rolls of 2 dice i& 10.
* Poker hand is a flush (i.e., all 5 cards have the same suit).

e ncoin tosses wherg g landed on tails.

Let us now formalize this notion of an event. Formally, anrg\i is just a subset of the sample space,
E C Q. As we saw above, the event “exactly 2 H's in four tosses ottir” is the subset:
{HHTT,HTHT,HTTH, THHT,THTH, TTHH} C Q.

How should we define the probability of an evéxit Naturally, we should jusidd upthe probabilities of
the sample points iA.

For any evenA C Q, we define the probability of to be

PrA] = Z Prlw].

wWEeA

Thus the probability of getting exactly two H’s in four coisises can be calculated using this definition as
follows. A consists of all sequences that have exactly two H's, andse 6. For this example, there are
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2* = 16 possible outcomes for flipping four coins. Thus, each $amppintw € A has probabilityl—lﬁ, and

there are 6 sample points &) giving us 6 - 6= g

We will now look at examples of probability spaces and typeasents that may occur in such experiments.

1. Flip afair coin. Her&d = {H, T}, and P{H] = Pi{T] = .

2. Flip a fair coin three times. He@ = {(t1,t2,t3) : ti € {H,T}}, wheret; gives the outcome of the
ith toss. Thu£ consists of 2 = 8 points, each with equal probabili%/. More generally, if we flip
the coinn times, we get a sample space of siZg(@rresponding to all words of lengthover the
alphabet{H,T}), each point having probabilitgL We can look at the everf that all three coin
tosses are the same. Than= {HHH TTT} with each sample point having probablllgz Thus,
PrA = P{HHH] +PATTT| = 8—1— 5= Z

3. Flip abiased coin three times. Suppose the bias is twanéoin favor of Heads, i.e., it comes up Heads
with probability 2 5 and Tails with probablllty1 The sample space here is exactly the same as in the

previous example However, the probabilities are differ&or example, BHHH] =2 x $x 3= 2,
while PITHH] = % x 2 x 2 = 2. [Note: We have cheerfulljnultiplied probabllltles here; we'll

explain why this is OK later. It isotalways OK] More generally, if we flip a biased coin with Heads
probability p (and Tails probability + p) ntimes, the probability of a given sequenceisl— p)" ',
wherer is the number ofH’s in the sequence LGA be the same event as in the previous example.
Then PfA] = PIHHH] +PiTTT] = £ + & = 2 = 1. As a second example, 1& be the event
that there are exactly two Heads. We know that the probglfiany outcome with two Heads (and
therefore one Tail) i$%)2 X (%) = 2. How many such outcomes are there? Well, there(%)r& 3
ways of choosing the positions of the Heads, and these choamapletely specify the sequence. So
PrB] = 3 x 2i7 = g. More generally, the probability of getting exactiyHeads fromn tosses of a
biased coin with Heads probabilify is (?) p'(1— p)"". Biased coin-tossing sequences show up in
many contexts: for example, they might model the behaviortofls of a faulty system, which fails

each time with probabilityp.

4. Roll two dice. TherQ = {(i,j) : 1 <i,j < 6}. Each of the 36 outcomes has equal probabi&gy,
We can look at the evem!tthat the sum of the dice is at least 10, d@the event that there is at least
one 6. Then RA| = 36 = 6, and PB| = 36 In this example (and in 1 and 2 above) our probability
space is uniformi.e., all the sample points have teameprobability (which must bem, where|Q|
denotes the size @®). In such circumstances, the probability of any eviig clearly just

# of sample points i |A
# of sample points i~ |Q|

PHA] =

So for uniform spaces, computing probabilities reducestmtingsample points!

5. Card Shuffling. Shuffle a deck of cards. Hef@ consists of the 52! permutations of the deck, each
with equal probability%. [Note that we're really talking about an idealized mathtoah model of
shuffling here; in real life, there will always be a bit of biasour shuffling. However, the mathemat-
ical model is close enough to be useful.]

6. Poker Hands. Shuffle a deck of cards, and then deal a poker hand. Rearensists of all possible
five-card hands, each with equal probability (because tbk deassumed to be randomly shuffled).

The number of such hands (?62) i.e., the number of ways of choosing five cards from the deck

of 52 (without worrying about the order). As we saw many leestago ) = oz, = 525504948 _

2,598 960. What is the probability that our poker hand is a flushdif ¥hink about it, this is an event
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since it is a subset of all possible poker hands)? [For thdseare not addicted to gamblingflash

is a hand in which all cards have the same suit, say Heartpifpute this probability, we just need
to figure out how many poker hands are flushes. Well, there&madds in each suit, so the number
of flushes in each suit i67). The total number of flushes is therefore(%). So we have

4-() 4.131.51.471  4.13.12.11.10.9

Prihand is a flush= (@) ~ 5-81.521  52.51.50.49.48

~ 0.002

7. Balls and Bins. Throw 20 balls into 10 bins, so that each ball is equally ikl land in any bin,
regardless of what happens to the other balls. HEere {(b1,by,...,byo) : 1 < by < 10}; the com-
ponentb; denotes the bin in which baillands. There are £8 possible outcomes (why?), each with
probabilityr.lm. More generally, if we thrown balls inton bins, we have a sample space of si?e
[Note that example 2 above is a special case of balls and wittsm = 3 andn = 2.] Let A be the
event that bin 1 is empty. Again, we just need to count how naartgomes have this property. And
this is exactly the number of ways all 20 balls can fall inte temaining nine boxes, which 2%
Hence PJA| = 1%2; = (15)%°~ 0.12. What is the probability that bin 1 contains at least orl? his
is easy: this event, call A, is thecomplemenbf A, i.e., it consists of precisely those sample points
that are not inA. So PfA] = 1— Pr|A] ~ 0.88. More generally, if we thrown balls inton bins, we

have
Pribin 1 is empty = n—1\"_ 1-1 )
PY={"n N n/ '
As we shall see, balls and bins is another probability spaaeshows up very often in Computer
Science: for example, we can think of it as modeling a loadriz@hg scheme, in which each job is
sent to a random processor.

Birthday Paradox

The birthday paradox is a remarkable phenomenon that exantire chances that two people in a group
have the same birthday. It is a paradox not because of a lagpatradiction, but because it goes against
intuition. For ease of calculation, we take the number ofsdaya year to be 365. If we consider the case
where there ara people in a room, thef@2| = 365". Let A= “At least two people have the same birthday,”
and letB = “No two people have the same birthday.” It is clear thgh] = 1— P[B]. We will calculateP[B],
since it is easier, and then find dBfA]. How many ways are there for no two people to have the same
birthday? Well, there are 365 choices for the first persod, {86 the second, ..., 365n+ 1 choices for

the nth person. ThusP[B] = % — 365364 (36501 ThenP[A] = 1 — 3693683650 1y fact, at

365"
n = 23 people, you should be willing to bet that at least two peajd have the same birthday, since the

chances of you winning are over 50%! The chances increaseatially, and ah = 60 people the chances
are over 99%.

The Monty Hall Problem

In an (in)famous 1970s game show hosted by one Monty Hallngestant was shown three doors; behind
one of the doors was a prize, and behind the other two wers.gbhe contestant picks a door (but doesn't
open it). Then Hall's assistant (Carol), opens one of thertivo doors, revealing a goat (since Carol
knows where the prize is, she can always do this). The camtetst then given the option of sticking with
his current door, or switching to the other unopened one. s the prize if and only if his chosen door
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is the correct one. The question, of course, is: Does theestarit have a better chance of winning if he
switches doors?

Intuitively, it seems obvious that since there are only t@maining doors after the host opens one, they
must have equal probability. So you may be tempted to jumpeocbnclusion that it should not matter
whether or not the contestant stays or switches. We willls&eatctually, the contestant has a better chance
of picking the car if he or she uses the switching strategywilldirst give an intuitive pictorial argument,
and then take a more rigorous probability approach to thieleno.

To see why it is in the contestant’s best interests to switcmsider the following. Initially when the
contestant chooses the door, he or she hés:hance of picking the car. This must mean that the other
doors combined have §chance of winning. But after Carol opens a door with a goatrukh, how do

the probabilities change? Well, the door the contestagiraily chose still has é chance of winning, and
the door that Carol opened has no chance of winning. Whattabeuast door? It must have%chance of
containing the car, and so the contestant has a higher clodingeaning if he or she switches doors. This
argument can be summed up nicely in the following picture:
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What is the sample space here? Well, we can describe thenoitobthe game (up to the point where the
contestant makes his final decision) using a triple of thenf@r j,k), wherei, j,k € {1,2,3}. The values

i, j,k respectively specify the location of the prize, the initlalor chosen by the contestant, and the door
opened by Carol. Note that some triples are not possible:(&,@,1) is not, because Carol never opens the
prize door. Thinking of the sample space as a tree strudgtusehich firsti is chosen, ther, and finallyk
(depending omand j), we see that there are exactly 12 sample points.

Assigning probabilities to the sample points here requpiering down some assumptions:

» The prize is equally likely to be behind any of the three door
« Initially, the contestant is equally likely to pick any dfe three doors.

« If the contestant happens to pick the prize door (so thexdvem possible doors for Carol to open),
Carol is equally likely to pick either one.

From this, we can assign a probability to every sample pé&iot.example, the poiritl, 2,3) corresponds to
the prize being placed behind door 1 (with probabiﬁbythe contestant picking door 2 (with probabil%y,
and Carol opening door 3 (with probability 1, because shenbazhoice). So
1 1
Pri(1,2,3)] = 3%3% 1=
[Note: Again we are multiplying probabilities here, witttquroper justification!] Note that there are six
outcomes of this type, characterized by haviggj (and hencé& must be different from both). On the other

Ol
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hand, we have

And there are six outcomes of this type, haviagj. These are the only possible outcomes, so we have com-
pletely defined our probability space. Just to check ouhiadtic, we note that the sum of the probabilities
of all outcomes ig6x )+ (6 x &) = 1.

Let’s return to the Monty Hall problem. Recall that we wanirtgestigate the relative merits of the “sticking”
strategy and the “switching” strategy. Let’'s suppose thdesiant decides to switch doors. The evemie

are interested in is the event that the contestant wins. M&aenple pointsi, j,k) are inA? Well, since
the contestant is switching doors, his initial chojceannot be equal to the prize door, which.isAnd all
outcomes of this type correspond to a win for the conteskatiause Carol must open the second non-prize
door, leaving the contestant to switch to the prize door. ARwmnsists of all outcomes of the first type in
our earlier analysis; recall that there are six of theseh @dath probability%. So P{A] = g = % That is,
using the switching strategy, the contestant wins with abdlty %! It should be intuitively clear (and easy
to check formally — try it!) that under the sticking stratelgg probability of winning is%. (In this case, he

is really just picking a single random door.) So by switchitige contestant actually improves his odds by a
huge amount!

This is one of many examples that illustrate the importaric®ing probability calculations systematically,
rather than “intuitively.” Recall the key steps in all oul@aations:

» What is the sample spagkee., the experiment and its set of possible outcomes)?
» What is the probabilityof each outcome (sample point)?
» What is the evenive are interested in (i.e., which subset of the sample space)

« Finally, compute the probability of the event by adding l probabilities of the sample points inside
it.

Whenever you meet a probability problem, you should alway®ack to these basics to avoid potential
pitfalls. Even experienced researchers make mistakes thibgriorget to do this — witness many erroneous
“proofs”, submitted by mathematicians to newspapers atithe, of the fact that the switching strategy in
the Monty Hall problem does not improve the odds.
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