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Administrative Announcements

ÅAll discussion sections are cancelled tomorrow 
(4/6)





Remanenceon hard disk

ÅDeleting a file does not delete the file

ïΧ ŜǾŜƴ ƛŦ ȅƻǳ ŜƳǇǘȅ ǘƘŜ ¢ǊŀǎƘ

ïContents of file remain on disk; only the link from its 
containing directory is deleted

ÅA usability flaw: users might reasonably expect 
άŘŜƭŜǘŜέ ǘƻ ƳŜŀƴ άŘŜƭŜǘŜέΣ ōǳǘ ƛǘ ŘƻŜǎƴΩǘ

ÅSolution? Use a secure file delete program



Remanenceon hard disk

ÅFormatting a drive does not delete the data on it
ïIt just deletes the filesystemmetadata

ï2002 study bought & imaged 129 second-hand hard 
drives: 12 (9%) had been properly sanitized.  81  
(63%) had deleted-but-recoverable files.  42 (32%) 
had credit card numbers.  One was from an ATM; 
another had 3,722 credit cards.

ÅSolution? Use disk-wipe software (e.g., DBAN) 
that securely overwrites all sectors of the disk
ïWarning: on a modern disk, this can take days (!)



Remanenceon disk

ÅIf hard disk detects a failing sector, it 
automatically copies the data to another sector 
and remaps the sector (transparently)

ïThis might cause sensitive data to remain on your 
hard disk long after you thought you deleted it

ÅSecrets stored in memory might get copied to 
disk during paging, or during suspend-to-disk

ïYou think you deleted the secret from memory, but it 
still remains on your hard disk longer than expected



Remanencein memory

Å²ƘŀǘΩǎ ǿǊƻƴƎ ǿƛǘƘ ǘƘƛǎ ŎƻŘŜΚ

void f() {
char passwd[64];
if ( getpass ( passwd) == 0)

dostuff ( passwd);
memset( passwd, 0, sizeof ( passwd));

}

ÅAnswer: The compiler might optimize the 
memset() away! 



Remanencein hardware



Recovering data from hard disks

ÅWhen overwriting a track, the head may not be 
perfectly aligned both times, leaving remnants of 
ǘƘŜ άŘŜƭŜǘŜŘέ Řŀǘŀ



DRAM memory

ÅDRAM cells need to be refreshed, or else they 
lose their memory of what was stored

ïSystem automatically refreshes them, e.g. every 90 ns

Å²Ƙŀǘ ƛŦ 5w!a ŎŜƭƭ ƛǎƴΩǘ ǊŜŦǊŜǎƘŜŘΚ

ïTurns  out data can remain for 2-35 seconds

ïAt lower temperatures, data lasts longer







Implications

ÅAttacker with physical access to your laptop can 
recover any secrets stored in memory

ÅExample: You use disk encryption software, which 
stores crypto key in memory.  You set a strong 
password and rely upon OS to prevent access to this 
memory.   You engage a screenlock, or suspend-to-
RAM, and walk through security checkpoint.
ïAttacker who steals your computer can freeze your RAM 

chip, then reboot via USB (or: freeze chips, remove them, 
place them in his own laptop), and learn your crypto key, 
ŜǾŜƴ ǘƘƻǳƎƘ ƘŜ ŘƻŜǎƴΩǘ ƪƴƻǿ ȅƻǳǊ ƭƻƎƛƴ ǇŀǎǎǿƻǊŘΦ





Defenses?

ÅWhen crypto keys are stored in memory, 
periodically flip all their bits



Flash memory

ÅEach bit of flash storage can only be written a 
limited number of times (e.g., 10,000x); after 
that, it breaks down and no longer works.

ÅTo address this, many flash subsystems use 
άǿŜŀǊ levellingέΦ

ÅBut wear levellingcreates its own risks ςit 
ƳŜŀƴǎ ǘƘŀǘ άƻǾŜǊǿǊƛǘƛƴƎέ ŀ ŦƛƭŜ Ƴŀȅ ƴƻǘ 
overwrite the data stored in flash, but may 
just overwrite a copy of the data.



The difficulty of redaction



NY Times publishes redacted document
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Redacting in Microsoft Word



Redacting in Microsoft Word



Redacting in Microsoft Word


